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W ith s e rvice availability becoming a major concern on the Internet, service providers of all kinds are incre a s i n g l y
deploying Internet traffic control devices such as Web switches in redundant configurations. Tr a d i t i o n a l l y,

these configurations have been hot standby configurations where one switch is active and the other is in a standby
mode. An example of the traditional hot standby configuration is shown in figure 1.

While hot standby configurations increase site availability
by removing single points of failure, service pro v i d e r s
i n c reasingly view them as an inefficient use of investment
dollars because one perfectly functional Web switch sits by
idly until a failure calls it into action. Service providers now
demand that vendors’ equipment support redundant con-
figurations where all devices can process traffic when they
a re healthy. This increases site throughput and capacity and
d e c reases user response times when no device has failed.

Alteon WebSystems Web switches, including the Alteon
180e, ACEdirector 3 and Alteon 700 Series, support active-
active redundancy configurations. In active-active configu-
rations, as shown in figure 2, both switches can pro c e s s
t r a ffic for the same service at the same time. That is, both
switches can be active simultaneously for a given IP ro u t i n g
i n t e rface or load balancing VIP addre s s .

Alteon WebSystems’ active-active redundancy configura-
tion is based on the Vi rtual Router Redundancy Pro t o c o l
(VRRP) described in RFC 2338. Alteon WebSystems has
developed extensions to VRRP that allow it to be used to
s u p p o rt layer 4 switching services such as server load
balancing and to support active operation of interfaces 
(at layer 3) and services (at layer 4) across multiple switches
at the same time.

This paper describes Alteon WebSystems’ active-active
redundancy capability. To give the reader the backgro u n d
n e c e s s a ry to understand active-active operation, the paper
begins by reviewing VRRP operation and the Alteon-specific
extensions to VRRP.

VRRP OPERAT I O N
VRRP enables redundant router configurations within a LAN. It provides alternate router paths for a host. As a
result, VRRP can eliminate single points of failure within a network.

The router associated with a given alternate path supported by VRRP uses the same IP address and MAC addre s s
as the routers for other paths. As a result, the host’s gateway information does not change, no matter what path is
used. Because of this, VRRP-based redundancy significantly reduces administrative overhead when compared to
redundancy schemes that re q u i re hosts to be configured with multiple default gateways.
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Hot Standby Redundancy

F i g u re 2. 
Active/Active Redundancy



Te rm i n o l o g y
Each physical router running VRRP is known as a VRRP Router. Two or more VRRP Routers can be configured to
f o rm a Vi rtual Interface Router. (Note that RFC 2338 calls this entity a Vi rtual Router. This paper uses the term
Vi rtual Interface Router to refer to what RFC 2338 calls a Vi rtual Router to distinguish this type of entity from a
Vi rtual Server Router, which is described in the section on Alteon WebSystems’ extensions to VRRP. When the term
Vi rtual Router is used in the paper, the described concept applies to both Vi rtual Interface Routers and Vi rt u a l
S e rver Routers.) Each VRRP Router may participate in one or more Vi rtual Interface Routers.

A Vi rtual Interface Router acts as a default or next hop gateway for hosts on a LAN. Each Vi rtual Interface Router
consists of a user- c o n f i g u red Vi rtual Router Identifier (VRID) and an IP addre s s .

The VRID is used to build the Vi rtual Router MAC Address. The five highest order octets of the Vi rtual Router MAC
A d d ress are the standard MAC prefix (00-00-5E-00-01) defined in RFC 2338. The VRID is used to form the lowest
o rder octet.

One, but not more than one, of the VRRP Routers in a Vi rtual Interface Router may be configured as the IP Addre s s
O w n e r. This router has the Vi rtual Interface Router’s IP address as its real interface address. This ro u t e r, when up,
responds to packets addressed to the Vi rtual Interface Router’s IP address for ICMP pings, TCP connections, etc.

T h e re is no re q u i rement for any VRRP Router to be the IP Address Owner. Vi rtual Routers may be implemented
without an IP Address Owner.

For the purposes of this paper, VRRP Routers that are not the IP Address Owner are called Renters. While not part
of RFC 2338, the Renter designation is a useful one.

Within each Vi rtual Router, one of the VRRP routers is selected to be the Vi rtual Router Master. See the section
“ D e t e rmining which VRRP Router is the Master” for an explanation of how the selection process. Note that if the
IP Address Owner is available, then it will always become the Master.

The Vi rtual Router Master forw a rds packets sent to the Vi rtual Interface Router. It also responds to ARP re q u e s t s
the Vi rtual Interface Router’s IP addre s s .
F i n a l l y, it sends out periodic advertisements to
let other VRRP Routers know it is alive and its
priority (explained below).

Within a Vi rtual Router, the VRRP routers not
selected to be the Master are known as
Vi rtual Router Backups. Should the Vi rt u a l
Router Master fail, one of the Vi rtual Router
Backups becomes the Master and assumes 
its re s p o n s i b i l i t i e s .

The above points are illustrated in figure 3,
Vi rtual Interface Router Example. The We b
switches in the diagram have been config-
u red as VRRP Routers. They form a Vi rt u a l
I n t e rface Router.
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Vi rtual Interface Router Example



The switch on the left has its real interface configured with the IP address of the Vi rtual Interface Router and is
t h e re f o re the IP Address Owner. As a result, it is also the Vi rtual Router Master.

The switch on the right of the figure is a Vi rtual Router Backup. Its real interface is configured with an IP addre s s
that is on the same subnet as that of the Vi rtual Interface Router but that is not the IP address of the Vi rt u a l
I n t e rface Router. As a result, it is a Renter and is a Vi rtual Router Backup.

The Vi rtual Interface Router has been assigned a VRID = 1. There f o re, both of the VRRP Routers have a MAC
a d d ress = 00-00-5E-00-01-01.

O p e r a t i o n
The host shown in figure 3 is configured with the Vi rtual Interface Router’s IP address as its default gateway. The
Master forw a rds packets destined to remote subnets and responds to ARP requests. Since, in this example, the
Master is also the Vi rtual Interface Router’s IP Address Owner, it also responds to ICMP ping requests and IP
datagrams destined for the Vi rtual Interface Router’s IP address. The Backup does not forw a rd any traffic on 
behalf of the Vi rtual Interface Router, nor does it respond to ARP re q u e s t s .

If the Owner is not available, the Backup becomes the Master and takes over responsibility for packet forw a rd i n g
and responding to ARP requests. However, since this switch is not the Owner, it does not have a real interf a c e
c o n f i g u red with the Vi rtual Interface Router’s IP address. There f o re, it does not respond to ICMP ping requests 
and IP datagrams destined to that addre s s .

D e t e rmining which VRRP Router is the Master
Each VRRP Router that is a Renter is configured with a priority between 1–254. According to the VRRP standard ,
an Owner has a priority = 255.

A bidding process determines which VRRP Router is the Master. The VRRP Router with the highest priority becomes
the Master. Since Owners have a priority higher than the range permitted for Renters, the IP Address Owner, if any,
is always the Master for the Vi rtual Interface Router as long as it is available.

The Master periodically sends out advertisements to an IP multicast address. As long as the Backups receive these
a d v e rtisements, they remain in the backup state. If a Backup does not receive an advertisement for three advert i s e-
ment intervals, it kicks off a bidding process to determine which VRRP router has the highest priority. That VRRP
router takes over as Master.

If, at any time, a Backup determines that it has higher priority than the current Master does, it can preempt the
M a s t e r, unless it is configured not to do so. In preemption, the Backup begins to send its own Advertisements. 
The current Master will see that the Backup has higher priority and stop functioning as the Master. The Backup 
will then see that the Master has stopped sending advertisements and assume the role of Master.

A LTEON EXTENSIONS TO VRRP
Alteon WebSystems WebOS software implements important enhancements to VRRP. These enhancements are
detailed in this section.
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Vi rtual Server Routers
WebOS supports Vi rtual Server Routers. They extend the benefits of VRRP to VIP addresses used to perf o rm serv e r
load balancing.

Vi rtual Server Routers operate for VIP addresses in much the same manner as Vi rtual Interface Routers operate for
IP interfaces. A Master is negotiated via a bidding process during which information about each VRRP Router’s
priority is exchanged. Only the Master processes packets destined for the VIP address (unless sharing, explained
b e l o w, is enabled) and responds to ARP requests. The Master sends periodic advertisements. If a Backup does not
receive an advertisement within a specified period, it kicks off the bidding process to determine which VRRP Router
takes over as Master. If, at any time, a Backup determines that it has higher priority than the current Master does,
it can preempt the Master and become the Master itself, unless it is configured not to do so.

One diff e rence between Vi rtual Server Routers and Vi rtual Interface Routers is that the concept of an IP Addre s s
Owner does not apply to Vi rtual Server Routers. All Vi rtual Server Routers are Renters. For a Vi rtual Server Router,
the Master always responds to ICMP ping requests if sharing (explained below) is not enabled. If sharing is
enabled, the switch where the ping request initially enters the Vi rtual Server Router re s p o n d s .

Note that all Vi rtual Routers, whether Vi rtual Server Routers or Vi rtual Interface Routers operate independently
f rom one another. Their priority assignments, advertisements and Master negotiations are separate. For example,
when you configure a VRRP Router’s priority in a Vi rtual Server Router, you are not affecting that VRRP Router’s pri-
ority in any Vi rtual Interface Router or another other Vi rtual Server Router of which it is a part. However, because
of the re q u i rement that MAC addresses be unique on a LAN, VRIDs must be unique among all Vi rtual Routers
whether Vi rtual Interface Routers or Vi rtual Server Routers.

Table 1 summarizes some of the diff e rences between Vi rtual Interface Routers and Vi rtual Server Routers.

Vi rtual Router Ty p e : Vi rtual Interface Router Vi rtual Server Router

A d d re s s : IP addre s s Vi rtual IP (VIP) addre s s

O w n e r / R e n t e r : The Owner, if any, has the Vi rtual Interface T h e re is no Owner. All VRRP Routers in a 
R o u t e r’s IP address configured as its real Vi rtual Server Router are Renters.
i n t e rface address. There cannot be more the 
one Owner in a Vi rtual Interface Router.

All VRRP Routers that do not have the 
Vi rtual Interface Router’s IP address configured 
as their real interface address are Renters.

M a s t e r / B a c k u p : The Master is determined by a bidding The Master is determined by a bidding 
p rocess that uses configured priorities. If  p rocess that uses configured priorities.
t h e re is an Owner and it is healthy, it always 
wins the bidding and becomes the Master. 

Table 1: Diff e rences Between Vi rtual Interface Routers and Vi rtual Server Routers S h a r i n g

WebOS supports sharing of interfaces at both layer 3 and layer 4, as shown in figure 4. With sharing, an IP interf a c e
or a VIP address can be active simultaneously on multiple switches, enabling active-active operation.
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When sharing is used, incoming packets are
p rocessed by the switch on which they enter
the Vi rtual Router. This is determined by
e x t e rnal factors such as routing 
(e.g., OSPF) configuration and Spanning 
Tree configuration.

When sharing is enabled, the Master election
p rocess still occurs. Although the pro c e s s
does not affect which switch pro c e s s e s
packets that must be routed or that are
destined for the VIP address, it does deter-
mine which switch sends advert i s e m e n t s
and responds to ARPs sent to the Vi rt u a l
R o u t e r’s IP addre s s .

A TYPICAL CONFIGURAT I O N
Alteon WebSystems Web switches offer many degrees of flexibility in implementing redundant configurations. This
section discusses typical active-active Vi rtual Server Router configuration.

F i g u re 5 shows an example configuration
w h e re two Alteon 700 Series switches are
used as VRRP Routers in an active-active
configuration implementing a Vi rtual Serv e r
R o u t e r. Although this example shows only
two switches, there is no limitation on the
number of switches used in a re d u n d a n t
configuration. It’s possible to implement an
active-active configuration and perf o rm load
sharing between all of the VRRP-capable
switches in a LAN.

In this configuration, when both switches 
a re healthy, both load balance packets sent
to the VIP. This results in higher capacity and
p e rf o rmance than if the switches were used
in a hot standby configuration.

The switch on which a frame enters the Vi rtual Server Router is the one that pro c e s s e s that frame. The ingre s s
switch is determined by external factors such as routing and Spanning Tree configuration.

Each VRRP-capable switch is autonomous. There is no re q u i rement that the switches in a Vi rtual Router be identi-
cally configured. Diff e rent switch models with diff e rent numbers of ports and diff e rent enabled services may be
used in a Vi rtual Router.
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Active/Active High Av a i l a b i l i t y

F i g u re 5. 
Active/Active High Av a i l a b i l i t y



In this configuration, if a link between a switch and a server fails, the server will fail health checks and its backup
attached to the other switch will be brought on line. If a link between a switch and its Internet router fails, the pro-
tocol used to distribute traffic between the routers, e.g., OSPF, will re route traffic to the other ro u t e r. Since all traf-
fic now enters the Vi rtual Server Router on one switch, that switch will process all incoming connections. The same
thing happens if an entire switch fails. If an entire switch fails and that switch is a Master, the Backup will detect
this fact because it will stop receiving advertisements. In this case, the Backup will assume the Master’s re s p o n s i b i l i-
ty of responding to ARPs and issuing advert i s e m e n t s .

The behavior in the face of various failure conditions is summarized in Table 2.

F a i l u re Condition B e h a v i o r

Link between switch and server fails Backup server on other switch added to load balancing mix

S e rver or application fails Backup server on other switch added to load balancing mix

Link between switch and router fails Routing protocol (e.g., OSPF) sends traffic to other ro u t e r

Switch fails Routing protocol (e.g., OSPF) sends traffic to router connected 
to other switch

Table 2: Summary of Resiliency Behavior

DEPLOYMENT CONSIDERAT I O N S
Users should consider the following questions when deciding how many switches to deploy in an 
active-active configuration:

1 . How many switches are re q u i red to handle normal traffic? Consider both perf o rmance (sessions per second)
and capacity (total simultaneous session) when answering. 

2 . How many switches are re q u i red to handle peak traffic? Again, consider both perf o rmance (sessions per sec-
ond) and capacity (total simultaneous session) when answering. 

3 . Is perf o rmance degradation acceptable at peak load when all switches are running? 

4 . Is perf o rmance degradation acceptable at normal load if a switch fails? 

5 . Is perf o rmance degradation acceptable at peak load if a switch fails? 

O b v i o u s l y, a minimum of two switches is re q u i red for a redundant deployment. The answers to these questions
d e t e rmine if more than switches are re q u i red, if so, how many.

For example, say a network administrator determines that one switch is re q u i red to handle normal traffic and two are
re q u i red to handle peak traffic. If the user decides that she wants a redundant configuration but it’s not worth the
investment needed to provide redundancy at peak load, then a two-switch configuration is sufficient. However, if she
cannot tolerate perf o rmance degradation in the face of a failure at peak load, then three switches are re q u i re d .
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O r, let’s say that another network administrator determines that normal traffic re q u i res two switches and handling
peak traffic, without a perf o rmance hit, re q u i res three. If he wants to take the low-budget route and suffer slow
response at peak loads and at normal loads when a switch fails, he can get away with two switches. If he deter-
mines that the site cannot aff o rd slow response at peak loads when all switches are healthy and/or when a switch
fails at normal loads, he’ll need three switches. If he decides that he cannot tolerate perf o rmance degradation in
the face of a failure at peak load, then four switches are re q u i re d

The bottom line is that the number of switches that needs to be deployed is dictated by the site’s re q u i rements to
handle normal and peak traffic and the cost of failures at various traffic levels.

C O N C L U S I O N S
Active-active redundant Web switch configurations increase application availability by removing single points of
f a i l u re from networks. At the same time, when both switches are healthy, they increase perf o rmance and capacity
by allowing two or more Web switches to support the same interface and serv i c e .

Alteon WebSystems’ active-active redundancy capability is based on VRRP plus Alteon-specific extensions to VRRP.
This capability is available in WebOS release 5.2 and later. It runs on the Alteon 180, ACEdirector and Alteon 700
series of products. 
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